
Forensic Video Analysis
The Ocean Systems OMNIVORE

Its great when a company listens and learns from users of a product in order to develop 
something new. dCoder was, and still is, the forensic screen capture tool bundled in the 
dTective suite of video tools by Ocean Systems. The problem was though, it was linked 
with that package and not portable between systems. 

The solution to these problems, and one or two others, now comes in the shape of the 
Omnivore. Developed by the same company, this is a USB Flash Drive with self executing 
forensic video and image acquisition software built in. It runs on all versions of Windows 
up from XP. 

In the box, you will find: 

Software and partition reinstall 
disk for reformatting the drive  
Network Cable
Patch to Crossover adaptor
USB Extender
Quick Start Guide
32Gb Omnivore Flash Drive

Before I start to walkthrough the 
software, you may be asking, 
what the benefits are to using this 
over some other screen capture 
utility? 
It all comes down to what you 
need to do and the policies your 
agency has in place for dealing 
with proprietary video. 
If you require to forensically 
acquire, analyze and present a 
piece of video for legal purposes and the system or player that you are investigating does 
not allow you to do that, then the Omnivore is a solution. The key word here is 
'forensically'. There are many more times when you will need to capture and convert a 
piece of video for presentation purposes where the forensic approach may not be 
necessary. In those circumstances, you may chose whatever software fits your purpose.  

So then, lets have a look at the main interface, which will autorun upon the drive being 
inserted (if you have autorun enabled of course).
  



The details that you 
enter here will be 
inserted 
automatically into a 
html report of your 
session and 
acquisition. This 
report will form part 
of your case notes. 
A number of users 
can all store their 
details into the drive 
which makes it ideal 
for an entire unit to 
share and use when 
needed. 

At the bottom you 
will find buttons for 
still image or video 
capture, along with a 
launcher for the 
Omnivore viewer and 
a mode switch for a 
normal or minimal 
interface window.

The output settings 
are pretty self 
explanatory but a 
point worth 
mentioning is that 
the Omnivore 
comes with secure 
on-drive storage. 
The benefits to this 
is that on-site 
retrievals can be 
captured directly to 
a password 
protected partition 
on the drive itself. 



Date / Time Synching 
is a handy utility to 
deal with differences in 
time, from real to 
recorded...because 
when have you seen a 
DVR time that is 
accurate? 
These details are 
entered into the html 
report and can help in 
answering any 
questions at a later 
date on why video 
information pertaining 
to a certain time was 
captured.

When the Video 
Settings tab is opened, 
a shaded overlay will 
appear that you can 
move, resize and 
configure. In the image 
below you will see it 
over the top of a 
virtualdub window.  

I have used 
Virtualdub for the 
testing purpose in 
order to evaluate 
and verify the 
information returned 
to me.It is important 
to conduct tests like 
these with any new 
software in order to 
understand any 
differences between 
software. 
If the system is 
unable to sample 
effectively, and drop 
frames, it will tell 
you. In my 
experience, a 
reasonable PC with 
a reasonable 
graphics card should 
be able to deal with 
most video. 



When optimization is 
completed, the 
software will tell you 
how long it can 
capture for. 
I only use the 
Omnivore for small, 
specific tasks. If you 
planned to use it for 
huge amounts of 
video material, the 
large uncompressed 
files could be a little 
difficult to deal with. 

After capture, the 
preview window will 
open and this will 
allow you to scrub 
through your video. If 
its ok, you can save 
it to the .omv video 
file.You are then able 
to view the capture 
report and prepare 
your video for further 
use. 

For this you will need the Omnivore Viewer.

From the file 
menu, you get a 
number of 
options, the main 
one of course, is 
to save to a
wrapped 
uncompressed 
video file. Both 
mov and avi are 
supported. Before 
doing so, you can 
trim your video 
file to remove any 
frames at the 
start or end that 
have any other 
interface over the 
footage. 



Using the vdub example, I have trimmed it to start at frame 0, and end at 999. My resulting 
avi should be 1000 frames, the frame displayed should match the frame number given by 
Virtualdub and the pixel matrix should be the same as that of the original.

The resulting 
uncompressed 
video, wrapped into 
the avi container,  
and being played 
back in Virtualdub. 
It reports back the 
correct 1000 frames 
and each frame 
corresponds to the 
frame number of the 
original test video. 
As can be seen in 
the image to the left, 
frame 215, is 
correctly read as 
frame 215. 

Virtualdub also 
informed me that the 
pixel matrix was 
correctly recorded 
as 640x480. 

Again, I have 
verified all the details 

given to me by Virtualdub by examining the output in Mediainfo. 

I have only really dealt with the capturing of video whilst in the lab or office but it is also 
possible to use this for onsite retrievals. As it only works on Windows based systems and 
in most cases you will be able to extract the native video from within Windows, you are left 
to using it via a network. The scenario given in the quick start guide is that of networking to 
a Linux / proprietary DVR and then capturing the playback on your windows based PC. 
There are one or two DVR’s in use that when networked, or accessed by direct USB, they 
do playback all images correctly. However, the ‘export’ option included within the DVR’s 
software, screen captures these frames and transcodes the resulting file. Obviously, this is 
not ideal. The Omnivore would be able to get round this issue. 

In conclusion, this is a very handy tool to have. It does what I want with little fuss and gives 
me the assurance of knowing that the integrity of my workflow is preserved. 
OK, i'm not going to need this all the time. But having it there to capture a piece of footage 
when a forensic approach is required may prove all the difference. 

David Spreadborough
21/10/2012 


