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David Spreadborough is a Video Forensic and CCTV Investigation officer with Cheshire 
Constabulary. He explains how his EEPIP training model could benefit manufacturers in develop-
ing their products and improving the quality of video evidence available to the police. 

CCTV: Crime Scene Investigation
 V i d e o  f o r e n s i c s  |  C C T V I m a g e

RELIGIOUSLY EVERY YEAR I head down to the NEC in Birmingham 
to spend the day trawling the stands and booths at IFSEC, the interna-
tional security expo. 

It has always amazed me, however, that in a world where technology 
moves so fast, the manufacturers of DVRs are still producing products 
that fail to meet some basic requirements and have not moved forward 
as fast as they should. 

A digital video recorder for the surveillance market is installed for one 
reason: to record an event that may be required at a later time to prove or 
disprove an action. That event must be recorded truthfully and faithfully 
and it must be able to be understood by those who may be required to 
view it. If an appliance cannot do that, then is it fit for purpose? I would 
suggest not.

Courting disaster 
In nine years of dedicated CCTV retrieval and video forensic work, I 
have worked with hundreds of DVRs. They have all varied in size, design 
and intended use. The majority have not been large multi server devices, 
but small appliances designed for small venues with up to 32 cameras. 

Whilst working with these systems I have learned that the camera-to-
court solution that is talked about so much at conferences is but a distant 
vision. It can never become a reality until manufacturers start to under-
stand what is required by all parties in the chain.

When I deliver training on CCTV Evidence and Video Analysis, I 

use a model, devised by myself, called EEPIP, standing for Evidential 
Export, Playback, Investigation and Presentation. 

I believe it is time that these four components are understood by manu-
facturers. To some extent, installers and system designers would benefit 
also – they would then be able to ask the right questions of suppliers.

Before I go through the various stages, let me briefly mention the issue 
of quality. Quality can be broken down into three core components: 

• Resolution
• Compression
• Image Rate
It is my opinion that with increased storage and through the better use 

of codec technology, there are improvements already being made within 
these areas. I will admit that it would be great to have full HD at 30 
images per second, but I know that at the moment, I will have to leave 
that to television programs like CSI Miami! 

However, manufacturers do need to question if their actions upon 
image acquisition are actually distorting it. A common practice is to 
squish an image down to half its height in order for the image to take up 
50 per cent less data storage space. As a consequence, we will never  get 
that data back as it was never recorded in the first place. 

The majority of users don’t see the squishing as the player stretches 
it back up. Consider how important this becomes when attempting to 
identify a vehicle’s registration plate or the logo on a jacket. In time, I 
believe that these practices will stop but first we need other, more impor-
tant issues rectified.
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Evidential export
A DVR contains evidence. It could be footage relating to a fraudulent 
claim against a bus driver. It may relate to an employee repeatedly leav-
ing work early. Or, it could contain footage capturing the moment when 
a person is murdered. 

The importance of extracting the data from the confines of that DVR 
cannot be overstated. If not done, it may be overwritten, and if not done 
correctly, evidence may be distorted, misinterpreted and even deemed 
inadmissible in legal proceedings. 

Why is it so difficult? When you insert a blank CD/DVD or USB flash 
memory device into a PC, the operating system will detect the device 
and, in most cases, a dialogue box will appear, asking you what to do 
and how to use the device. Why can’t this happen on a DVR? With the 
development of the USB 3.0 standard, would this not be a good time to 
agree on an export protocol?

Imagine a DVR that when a USB device was inserted, a dialogue 
box appeared detailing all the important information and leading the 
user through the export process. It would be very easy to replicate this 
across networked DVRs so the method and details presented has no 
limitations. 

And whilst we are on this subject, what’s with the word ‘backup’? The 
DVR is set to overwrite. If it’s for evidential use, it is not a backup – it 
is evidential export. 

Four years ago at the annual Video Evidence Analysis User-group 
conference I spoke about this and even suggested the port at the front of 
a DVR appliance be marked with a logo ‘Xport’. Any company want to 
start this off? 

Now having got to the point of asking the DVR to export some mate-
rial, what is it actually exporting? 

The footage must be an exact copy of what was originally recorded. 
The practice of giving the user the option of what format to use must end. 
In every other form of evidence, this practice would be unheard of. 

OK, I have taken a photograph of the weapon found, now we can 
throw the weapon away... I don’t think so! We must retain the original 
as the footage on the DVR will be overwritten. What gets exported must 
be the same as what was recorded.

There are times when either a lot of data is required or even, sometimes, 
everything. This should be possible. If it is not possible, then make it so. 
With large, multi terabyte drives now available, there really is no excuse. 

It is important also that other data is exported to the removable media 
at the same time and I will detail these along with the reasons why in the 
next points.

The importance of this process must be mentioned in the user manual. 
There are very few that actually use the word ‘evidence’. 

Playback fiasco
It is a common belief in the CCTV investigation community that the job 
of writing the playback interface for exported footage is usually given to 
the most junior programmer or it is rushed through as an afterthought, 
because most playback interfaces are disastrous. 

I have strong views about playback software: 
• The player must be exported to the medium used along with the 

evidential footage
• The player must be self running – no install required
• It must contain a help file with visual references
• It must be simple
• It must produce a textual report detailing certain evidential informa-

tion needed by the viewer
• It must not enable you to edit the original footage
There is a well-known and commonly used brand of DVR which splits 

its exports between the footage and the date/time information – and the 
information is editable! I can change the date and time of a piece of foot-
age and only a forensic examination of the files would detect this. This 
is not ideal and promotes unnecessary work to prove that the information 
is correct.

Remember, the purpose of the software is to playback the material 
exported. Nothing else.

Lastly, manufacturers need to work with developers of universal play-
back software such as Siraview. I can see a time, in the not-too-distant 
future, when having Siraview (or similar) capability will be a huge sell-
ing point for installers. If I were purchasing a DVR, I would want one 
that produced video that could be easily viewed by the police. 

Investigation
In many cases, after the footage has been viewed, there is more work to 
be done. This is where further software is required, and who better to 
develop that software than the developers of the video format itself?

Is it not possible, in our nice, simple playback program to provide 
users with a link to download the investigation software? This is similar 
to what a handful of manufacturers have started to do already and I can’t 
emphasise enough how helpful this feature is. It may be worthwhile hav-
ing this software registered in order to assist in updates. 

The new program would now enable me, the investigator, to under-
stand the video correctly and complete other tasks. 

It would tell me all the information that is displayed in the player plus: 
• Video stream type
• Exact makeup of the streams (GOP Structure)
• How many frames in each video stream
• Frame rate
• Match frame number to exact time reference
• Enable export into raw format creating new clips in native file type
• Enable export into uncompressed image files, as singles and as image 

sequences (a group of sequential images)
• Enable export into any other format using any standard codec 

installed in the user’s PC
• Export must have ability to overlay date/time information at location 

of user’s choice
• Export audio as separate file 
And it must be stated again that throughout the entire process, the 

video must not be distorted from its original form. The correct aspect 
ratio must be maintained to ensure the correct representation of what was 
recorded. If a football is recorded, it must not be turned into a rugby ball 
by either trying to save hard drive space or, by the poor transcoding into 
another format. No squishing please! 

Presentation time 
This final part is now pretty simple. By having all the information 
extracted correctly and by having the tools to deal with the raw video, 
the evidence is capable of being presented for any scenario and in 
any format. 

It may not be understood by manufacturers but the majority of video 
displayed to UK courts is not the original format. In order to present the 
video effectively, most are converted into a presentation medium after 
agreement with the opposing legal team. Video DVD, Windows Media 
and still image PDF documents are just a few presentation formats. 

With the development of the National Digital Repository Service and 
all the associated projects to enable cross organization sharing, there is 
not a better time to start working towards a simplified approach. 

You may be asking, why a manufacturer would do all this?
The camera to court vision now becomes a reality. One company has 

to break the mould and move forward. Look how Apple rose up to be 
the biggest and the best. It concentrated on the end to end user experi-
ence. This is what the security market needs to do. 

Those that do will thrive in the new fast paced world. To be honest, 
everything I have said is just the tip of the iceberg. Looking into the 
future, there are huge opportunities to be taken advantage of, including 
IP technology, high speed networks, interconnectivity and secure cloud 
storage, all of which open up a whole new way of dealing with video 
for its intended use – as long as it is dealt with correctly. 


